
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PANDA CLOUD PROTECTION  

Protects 
Endpoint 

protection 

Email 

protection 

PCs and laptops √   

File servers √   

Email traffic  √ 

Protection level 

Endpoint anti-malware (viruses, 

spyware, phishing, rootkits and 

bots) 

√   

Personal or managed firewall √   

Protection at endpoint - email 

(SMTP, POP3) 
√   

Protection at endpoint - Instant 

Messaging (IM) 

√   

Web Protection for safe browsing √   

Vulnerability and threat assessment √   

Email traffic anti-malware (viruses, 

spyware, phishing, rootkits and 

bots) 

 √ 

Email traffic anti-spam   √ 

Management 

Web-based management console √ √ 

IT security provider console √   

Protection status reports √ √ 

Panda Cloud Protection lets companies forget about the antivirus and simply subscribe 
to a complete security service. Panda Cloud Protection is an innovative service hosted 
by Panda Security and managed by security providers, delivering uninterrupted, hands-
off protection for endpoints and email.  

With Panda Cloud Protection, companies reduce security investment on hardware, 
software and IT personnel down to an affordable service fee, as all infrastructure and 
solution maintenance is in the cloud and can be easily managed from a Web console. 

Concerns… 
 
SOHO 
Save time and reduce your investment in security with Panda Cloud Protection. Easily manage 
the security of your computers. 

SMB 
Dedicate your IT resources to your core business; leave security in the hands of experts with a 
minimal, predictable cost. Avoid mail server downtime. 

DISTRIBUTED OFFICES 
Manage the security of your mobile teams from a single point, knowing they are always 
protected. 

LARGE 
Subscribe to a global security service and control security of all systems: PCs, laptops and servers 
from a Web-based console, anytime. At the same time protect your email from spam and viruses 
and save time spent by IT staff on security. 



 
 

KEY BENEFITS FEATURE WHAT YOU GET… 

Robust 

protection 

 Leverages Panda Security’s 
Collective Intelligence 

-The security service delivered to the user takes advantage of collective resources and information which can be accessed 
through the Internet. Signature files are constantly and automatically updated from the cloud so you will have permanent, 
state-of-the-art protection. 

 Vulnerability and threat 
assessment 

-Panda Cloud Protection includes Malware Radar, a tool which offers the highest detection rates. 

 Highly effective spam filtering 
-Guaranteed Filtering mode ensures effective filtering, which is highly recommended since 95% of email is spam. Email traffic 
on the network is reduced in real time and optimum protection levels are maintained even during email traffic peaks. 

 Proactive protection 

-Proactive protection technology automatically detects and blocks suspicious files without the need for signatures. Every 
suspicious file is checked against Panda Security’s Collective Intelligence. This allows Panda Cloud Protection to exponentially 
increase the malware it can detect and ensures proactive anti-malware protection for endpoint and email. 

Optimized costs 

and resource 

consumption 

 Security as a Service 
- No infrastructure investment in hardware, software, or specialized personnel is required as everything is hosted in the cloud. 
You only subscribe to the service and let others manage your security. 

 Avoids non-productive traffic in 
perimeter and deals with email 
quarantine 

-Non-productive email traffic will be eliminated at the perimeter, minimizing server workloads. The quarantine area, hosted in 
Panda Security servers, stores all mail with spam or potentially containing viruses. This ensures that your servers are not 
saturated by spam, saving resources and capacity. Your IT staff will no longer spend time in the cumbersome task of email 
security maintenance. 

 Benefits from Cloud Computing 
-No investment in resources, since all technology is hosted in the cloud. Plus maintenance costs do not fall on the user, since it 
is taken care of by the service provider. 

 Peer-to-peer automatic updates -Workstations and servers update and upgrade their protection from the nearest desktop, optimizing bandwidth consumption. 

Facilitates 

installation and 

management 

 Managed via single Web-based 
console 

-Security can be managed anytime, anywhere from the Web console; only a Web browser is required. This allows centralized 
monitoring of all email traffic and endpoints, including mobile laptops and workstations in remote offices.  

 All updates are performed 
automatically and totally 
unattended 

-You don’t need to worry about updates and maintenance tasks. Your service provider will take care of maintenance, and you 
will benefit from uninterrupted hands-off protection with the latest technologies. 

 Flexible installation 

  

- Installation is effortless, automatic and/or remote, and can be pushed out from a single, central point. Deployment can be 
deployed remotely, through emails with a download URL, without user intervention.  An MSI installer is also available for 
distribution of the protection. 

Improves risk 

management  

 24x7 guaranteed availability 
-The system architecture offers load-balancing and redundancy, and is designed to offer maximum availability. You will have 
uninterrupted endpoint protection and clean mail delivery service: 24 hours a day, 7 days a week. 

 Monitoring and reporting 
-On-demand and scheduled network scans, with real-time monitoring of results. Reports are fully customizable, detailing 
protection status and detection activity. 



 

 

TARGET CONCERNS     

SOHO 
 

Limited budget 
Have you calculated the real cost of your 
current solution? 

Because Panda Cloud Protection is hosted at Panda Security, it minimizes investment in 
hardware and resources. 

No specialized resources 
/ Lack of IT department 

Does your current security solution 
guarantee 24-hour highest protection level? 

Panda Cloud Protection is constantly being updated and relies on Panda Security structure. 
Therefore it can guarantee optimal protection levels for your systems. 

Would you like someone else to take care of 
your security? 

Panda Cloud Protection is a Web-based service. This allows easy externalization of the 
protection when needed. 

No technical expertise 
Is your current solution easy enough for you 
to manage without the help of a specialist? 

Installation and updates are transparent and really easy to perform. The Web console 
provides easy management of security in all devices. 

SMB 
 

Limited budget 

Have you calculated the real cost of your 
current solution? 

Because Panda Cloud Protection is hosted at Panda Security, it minimizes investment in 
hardware and resources. 

Would you like to invest your IT resources 
only in your business? 

With Panda Cloud Security you will only have to deal with the predictable cost of the 
license. No need for extra expenses on hardware or specialized personnel. 

Low visibility of security 
in whole company 

Can you check on your security, no matter 
where you are? 

The Web console allows you to check on the status of all computers  from any Internet 
connection. 

Lack of flexibility to 
manage security 

Can you install or modify your current 
solution from home, transparently for the 
user? 

Panda Cloud Protection can be installed in the background without disturbing the users and 
affecting company productivity. 

Email servers overload 
Does your company have email servers to 
worry about? 

Panda Cloud Protection offers you the “Guaranteed mode” of email filtering. It assures 
effective spam filtering while optimizing resource and bandwidth consumption. 

Own domain email 
traffic saturation 

Does your company have its own email 
domain? 

Panda Cloud Protection avoids inoperative traffic in the perimeter. 

DISTRIBUTED 
OFFICES 

Low security coverage 
when outside main 
offices 

How do you manage the security of your 
mobile devices? 

The security of your company’s equipment can be controlled via the Web console, even 
while outside the office. 

Are your mobile devices always protected? 
Panda Cloud Protection protects mobile devices performing upgrades every time they 
connect to the Internet. 

LARGE ACCOUNT 

Email servers overload 
Does your company have email servers to 
worry about? 

Panda Cloud Protection offers you the “Guaranteed mode” of email filtering. It assures 
effective spam filtering while optimizing resource and bandwidth consumption. 

Own domain email 
traffic saturation 

Does your company have its own email 
domain? 

Panda Cloud Protection avoids inoperative traffic in the perimeter. 

Maintain high 
productivity levels 

Are you aware of the resources each device 
dedicates to your traditional antivirus? 

Panda Cloud Protection is Security Service hosted in the cloud. This reduces considerably the 
load on the device, guaranteeing the maximum security level with minimal resource 
consumption. 

Does your IT staff spend too much time in 
email quarantine management? 

The quarantine zone in Panda Cloud Security stores all spam emails and possible viruses. The 
mail in the quarantine can be managed, validated or deleted from a small application called 
the “Notifier”, without having to enter the control panel. 

Exhaustive security 
controls 

Are you getting a total protection service? Panda Cloud Protection assures 24x7 service availability. 

Loss of critical/sensible 
information 

Email communication is mission critical. Are 
the emails being safely archived? 

You don’t need to worry about outages or downtime; your email is archived for 10 days. 

 


