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Nowadays many companies prefer to delegate their security
management to specialized professionals.

Panda Cloud Office Protection allows such professionals to manage
their clients’ security centrally, reducing costs, and boosting business
opportunities.

SMB's face the same security problems as large companies, yet without the same
resources or expertise to deal with them. That's why they need professional help to
protect their networks.

Panda Cloud Office Protection enables security providers to respond to this market
need, delivering uninterrupted anti-malware and firewall protection for workstations,
laptops and servers. Security is managed simply and centrally from the Service Provider
Web console, at any time from anywhere.

Panda Cloud Office Protection is a Software as a Service (SaaS) solution, hosted by
Panda Security, delivering robust, comprehensive protection thanks to the
Collective Intelligence knowledge base in the cloud.

This service is also included in Panda Cloud Protection, an innovative service providing
continuous, ‘hands-free’ security for the three major threat vectors:
endpoint, email and web.

Main benefits for partners

® Remote installation and centralized management of all clients
The Service Provider web console enables installation and management of the
protection for all clients from a single point, at any time, from anywhere. It also enables
partners to build a clearly organized client structure to facilitate monitoring of the
protection and license status for their entire client base.

® Service Providers can supervise their resellers
Service Provdiers can supervise all resellers and partners involved in the sales process,
assigning privileges in accordance with their roles.

® Exhaustive control over security levels
Partners can pin-point, prioritize and exeucute action issues. From the Partner Center,
partners can access client consoles and then remotley access endpoints to resolve any
security issues. Real-time monitoring and consolidated executive reports of their entire
client base guarantee service excellence.

® Robust, transparent protection for end-users
Panda Cloud Office Protection provides proactive real-time anti-malware protection for
endpoints against known, unknown and hidden threats by harnessing the power of Panda
Security’s Collective Intelligence knowledge base.
It includes firewall protection (personal or managed), as well as protection for files, email,
HTTP/FTP and instant messaging. End clients will be fully protected without even noticing
the solution.

® White-label options
The Panda Cloud Office Protection service can be personalized at several levels:
logo, colors, icons, etc.
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PANDA CLOUD OFFICE PROTECTION is extremely light
as all operations take place in the cloud. It therefore
requires no client infrastructure, minimizing the
required investment.
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PANDA CLOUD OFFICE PROTECTION offers immediate
and effective protection against known and unknown
threats, thanks to the real-time connectivity with
Collective Intelligence.
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PANDA CLOUD OFFICE PROTECTION is incredibly
simple to use. Just subscribe to the service to access the
straightforward Web console which has all the
information you need to secure your PCs, Servers and
Laptops.

“Panda Cloud Office Protection
is a ‘perfect fit" for RDS-Global as all
updates are automatic with no need for
support team intervention. This means that
we can focus on our core business of
providing the highest levels of support
and service to our customers”.

Rob Kay.
IT Manager. RDS-Global, UK

“Panda Security perfectly
combines security, performance and ease
of use. Management is highly effective.
Good  performance,  simplicity — and
numerous functions and features.”

Best in Test.
Techworld (Sweden)

The Cloud Security Company




Simple management through the Service
Provider Web console

The Service Provider Web Console allows single-sign-on access
to manage all customers and enables a well-organized n-tier level
partner and end-client structure. Clients can manage all antivirus and
firewall protection centrally from any browser.

Monitoring and reports

Identify security issues and connect remotely to affected endpoints to
resolve the problem directly from the client console, reducing
complexity and acceleration issue resolution. Service providers can
schedule and automatically send periodic executive reports to clients
via email, demonstrating added value.

Automatic P2P updates

Workstations and servers update or upgrade their protection from
the nearest computer through P2P connections, minimizing
bandwidth consumption. If the update package is not found on
the LAN the workstation will update directly from the Web.

Technical requirements:

WEB CONSOLE:

« Internet connection.

« Internet Explorer 6.0 or later.
« Firefox 3.0 or later.

« Google Chrome 2.0 or later.

FOR WORKSTATIONS / FILE SERVERS:

« At least one with an Internet connection.

+ Pentium 300 MHz or faster.

« Operating systems (workstations): Windows 2000 Professional.
Windows XP (32 and 64-bit), Windows Vista (32 and 64 bit).
Windows 7 (32 and 64-bit). Windows Embedded POSReady 2009.

+ RAM (workstations): 64 MB.

+ 64 MB: Only anti-malware for files, email and instant messaging.
128 MB: For Firewall.

» Windows installer 2.0.

» Windows Internet Explorer 6.0 or later.

« Operating systems (servers): Windows 2000 Server.

Windows 2003 Server (32 and 64-bit),

Windows 2008 Server (32 and 64-bit),

Windows Server 2008 R2 (64-bit). Windows Home Server.
Windows 2000/2003/2008 Small Business Server.
Windows 2000/2003/2008 Terminal Server.

+ RAM (servers): 256 MB .

« Hard disk free space. 280 MB.

FOR THE DISTRIBUTION TOOL:

« Pentium |1 300 MHz (or higher).

» Windows 2000 Server. Windows XP (32 and 64-bit).

Windows Vista (32 and 64 bit). Windows 7 (32 and 64-bit).
Windows 2003. Server (32 and 64-bit). Windows 2008 Server (32
and 64-bit). Windows Server 2008 R2 (64 -bits).

+RAM: 64 MB

« Hard disk free space. 20 MB

REMOTE CONTROL TOOL INTEGRACION:

- TeamViewer 3.x, 4.x, 5.X, 6., paid & free

+Real VNC 4.2 - 4.6, Personal & Enterprise edition

+Tight VNC 2.0, 2.0.1 & 2.0.2

«UltraVNC 1.0.5- 1.0.9

Get your evaluation version of
PANDA CLOUD OFFICE PROTECTION
Check it now at cloudprotection.pandasecurity.com

“Now that we use Panda Cloud Office Protection, centralized
management has become a breeze. We have deployed Panda
on many of our MSP clients and have found it to be a valuable
resource in keeping up with the ever-growing threat in the area
of endpoint security.”

Rob Walker,
Director of Operations, Data Solutions Inc USA

Flexible, rapid installation

The protection can be deployed in several ways in just a matter of
minutes. Remotely: by sending emails with a download URL,
transparently (without user intervention) via the distribution. There
is also an MSI installer for protection distribution via login script,
Active Directory, Tivoli, SMS or Lan Desk.

Profile-based protection

Specific policies or protection profiles can be created and assigned to
individual users, groups of users or domains. Profiles can be copied
and shared across the entire client base saving valuable
administration time.

Console and solution customization

Logos can be loaded to appear next to the Panda logo in both the
Service Provider and Client consoles and in reports. The protection
and agent logos can be changed to a white label version from the
service provider console.
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The Cloud Security Company

Panda Secuirty TM. TruPrevent is registered in the US Patent and Trademark office. Windows Vista and the Windows logo are trademarks or registered trademarks of Microsoft Corporation in the United States and other countries. All other product names may be registered trademarks of their respective companies.



